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Authentication in our daily life

I know your 

password!

Bluetooth

RFID

1. Cryptography is effective.
2. IoT authentication remains challenging.
3. Radio frequency fingerprinting (RFF) 
provides complementary authentication.
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Wi-Fi



RF fingerpr inting (RFF)

Humans have unique biological character istics

Wireless devices also have unique RF 
character istics

�퐴�

�퐴�

Thermal noise, 
random vibration,
Hardware non-idealities.

All components are 
imperfect.

Their signals also have unique 
differences.
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The applications of RFF
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Ver ification Identification Classification

Is this really Alice? Which device is transmitting? What type of device is transmitting?

Accept / Reject Device ID Device Type / Model

Legitimate transmitter 
Alice

Impersonator 
Eve

I am Alice!

Examples:



A simplified end-to-end RFF pipeline

Extract 
identity

Extract RF 
features

Bind Identity 
& RFF

Store in  
Database

Device k

Building an RFF experiment requires expertise across wireless systems, signal processing, and machine learning.
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Reproducibility Challenges in RFF Research

Data 
Collection

Preprocessing

RF Features

Evaluation

Collection software is not 
available

Processing details unclear

Feature calculations differ

Data splits & protocols vary

Easily distinguishable devices 
may inflate performance

We need a 
reproducible RF 

fingerpr inting 
system! 
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Learning Objectives

1. Understand the Wi-Fi RFF data acquisition process
2. Build an end-to-end RFF-based identification pipeline
3. Extract and visualize RF features
4. Train and evaluate a baseline model
5. Debug common implementation issues 
6. Apply the workflow to your own datasets
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IEEE 802.11g Wi-Fi Signal
IEEE 802.11g 2.4 GHz OFDM Wi-Fi Preamble 
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GI2 L1 L2 GI      Signal

16×10 = 160 samples 32+64×2=160 samples

GI      Data 2S10

Short training sequence 
(STS)

Long training sequence 
(LTS)

GI      Data 1

Preamble

S9S8S7S6S5S4S3S2S1

16+64=90 samples 16+64=90 samples 16+64=90 samples

Legacy
SIGNAL Data



Preamble used in this tutorial
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From S3 to S10, 128 samples.
S1 and S2 are dropped.  

File:24_d7_eb_38_c7_e8_pre.csv
frame number:119



Feature extraction workflow
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Representive RF Features - CFO

Carr ier  Frequency Offset (CFO)

1. Oscillator mismatch

2. Doppler shift due to mobility

Main sources

Difference between the received 
carrier frequency and the 
expected carrier frequency.
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Representive RF Features - CFO
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Use STS to calculate Coarse CFO

Use Coarse CFO to cor rect LTS

Use LTS to calculate Fine CFO

The total CFO can be obtained as

Then, the fine CFO correction can be expressed as
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Here, we focus on the LTS after coarse and fine CFO corrections. 

A 64-point FFT converts each CFO-corrected LTS from the time domain to the subcarrier domain.

The channel response is estimated by averaging the two received LTS symbols and comparing them with the known 
ideal LTS.

Channel 
equalization

After compensating for the channel 
effect, we further extract the following 
RF features.



Representive RF Features – Phase Er ror  

Phase er ror

Main sources

• Residual CFO
• Oscillator phase noise
• Synchronization errors
• Other RF impairments.

Phase difference between the 
equalized and reference LTS
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Magnitude er ror

Main sources

• Power-amplifier characteristics 
• RF front-end imperfections.

Magnitude difference 
between the equalized and 
reference LTS Magnitude

Magnitude

Representive RF Features – Magnitude Er ror
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Energy imbalance between 
the I and Q components

• Ideal balance: IQI ≈1

Expect I/Q position Actual I/Q position
I/Q gain imbalance

Representive RF Features - IQI
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Fractal dimension

Interpretation

Different I/Q structures  
different fractal dimensions

Quantifies the complexity 
and self-similarity of the I/Q 
signal distribution

Representive RF Features – Fractal Dimension
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Ref.: 
• SMoRFFI: A large-scale same-model 2.4 GHz Wi-Fi dataset and reproducible framework for RF 

fingerprinting, Computer Networks, Volume 282, 2026. 



Representive RF Features – Summary

• CFO → frequency offset
• Phase Error → phase deviation
• Magnitude Error → magnitude deviation
• I/Q Gain Imbalance → I/Q energy imbalance
• Fractal Dimension → I/Q distribution complexity/self-similarity
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Data collection system

Transmitter: M5Stack Core2

Receiver: USRP B210

Access Point: Huawei WS7100 V2

Processor PC: Minisforum NPB7
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Dataset 1 – Raw Preamble/IQ Data
 Repository name: RFFI-IQ_only-wifi-802.11g-2.4G-123-m5stack Direct URL to data 

https://www.kaggle.com/datasets/yinchen1986/rffi-123-m5stack-iq-wifi-802-11g-2-4g 
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https://www.kaggle.com/datasets/yinchen1986/rffi-123-m5stack-iq-wifi-802-11g-2-4g


Dataset 2 - Extracted RF Features + IQ Data
 Repository name: RFFI-kf_feature-IQ-wifi-802.11g-2.4G-123-m5stack Direct URL to data 

https://www.kaggle.com/datasets/yinchen1986/rffi-kf-feature-iq-wifi-802-11g-2-4g-123-m5stack
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https://www.kaggle.com/datasets/yinchen1986/rffi-kf-feature-iq-wifi-802-11g-2-4g-123-m5stack
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Construct RF features: Caculate RFF feature based on the preamble
  Repository name: RFF_Data_Calculate

https://www.kaggle.com/code/zeweiguo/rff-data-calculate

Pre-loaded 
datasets

Click to enter 
edit mode.

Caculate RFF 
feature based on 

the preamble

tSNE 
visualization

Kalman filtering
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https://www.kaggle.com/code/zeweiguo/rff-data-calculate


Construct RF features: Caculate RFF feature based on the preamble
 

Click to 
run.

28



Feature visualization 

Before Kalman Filtering After Kalman Filtering
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Construct RF features: Kalman filtering 

Click to 
run.

Kalman filtering recursively combines state prediction and noisy observations to obtain a smoother signal estimate.
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Random Forest
 

Click to 
run.

Random Forest is an ensemble learning method that combines multiple decision trees. Each tree is trained on a 
randomly sampled subset of the training data and features, and the final class is determined by majority voting.
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Impact of sessions on representative RF features 
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Feature improtance 
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Confusion Matrix 
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Identification accuracy versus feature groups 
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Robustness Across Time, Channel, Environment, and Receiver

Challenges and Future Direction in RF Fingerpr inting

Doppler effect, mobility
fading
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Device aging Receiver changing  Environment changing 



Scalability and Open-Wor ld Operation

Challenges and Future Direction in RF Fingerpr inting

x10 x1000

Differences become smaller 
Features overlap

Fine-grained features 
Advanced deep learning algorithms
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Open-set recognition

Unknown-device rejection

Few-shot enrollment

Continual learning



Challenges and Future Direction in RF Fingerpr inting

Secur ity Under  Adaptive RF Adversar ies
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Replay fingerprint emulation
 
Waveform manipulation 

Adversarial perturbation 

Backdoor attack



Thanks for  your  attending!

Q&A
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